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Abstract

The hot topics among academics and IT researchers include artificial intelligence and challenges linked to it. The goal of the researchers
is to gather and repurpose the previously existing, constantly expanding information via various social media platforms. The abun-
dance of data has increased study into its processing, analysis, and application. The emphasis is on using computers to handle data
more effectively because they are far faster and better at it than people. This increasing enthusiasm for research, academia, business,
and open source has produced innovations and advancements that have the potential to bring about significant change. However,
the prospect of building intelligent robots presents a few moral questions regarding the machines' own moral standing as well as how
to make sure they don't damage people or other morally significant entities. As a result, in contemporary culture, ethics and law are
closely connected, and many legal judgments are based on how various ethical concerns are interpreted. These problems take on a
new dimension thanks to artificial intelligence. Artificial intelligence-based systems are evolving toward more autonomy in terms of
the complexity of the tasks they can do, the potential influence they may have on the world, and the decreasing capacity of humans
to comprehend, forecast, and manage their operation. Most people don't realize how automated these systems really are; they may
learn from their own mistakes and take actions that go beyond what their designers had in mind. There are several moral and legal
issues with this. A feeble attempt has been made to critically assess the ethical concerns surrounding artificial intelligence and thinking

machines throughout the world in this article.
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Introduction:

Although AI algorithms have beaten humans in many
specific domains such as chess, there is nearly universal
agreement among modern Al professionals that Al falls
short of human capabilities in some critical sense. It has
been suggested by some that as soon as Al researchers
figure out how to do something, that capability ceases
to be regarded as intelligent. It is debatable whether hu-
man intelligence is truly general—we are certainly bet-
ter at some things. When human engineers construct a
nuclear reactor, they imagine the exact events that may
occur inside of it (such as valves failing, computers
malfunctioning, or cores becoming hotter) and design
the reactor to make these occurrences unlikely to be
disastrous. The toaster-paradigm, the realm of locally
preprogrammed, particularly envisioned behavior, is
broken down even by task-specific Al algorithms. The
programmers would have had to manually preprogram
a database containing moves for every potential chess
position that one may face since the machines can only
behave exactly what they are instructed. To serve the
ultimate goal of feeding oneself, modern people actu-
ally perform millions of things. Few of these pursuits
were "envisioned by Nature" in the sense that they rep-
resented challenges from our ancestors to which we
were specifically equipped. However, our evolved brain

has become sufficiently potent to be substantially more
widely applicable; to allow us to predict the results of
millions of varied acts across domains and to influence
the ultimate outcomes. Despite the fact that none of our
predecessors faced a problem comparable to vacuum,
humans have traveled across space and left footprints
on the Moon. Designing a system that would function
securely in thousands of situations, including circum-
stances not precisely envisioned by either the creators
or the users, including contexts that no human has yet
encountered, is a qualitatively different task from do-
main-specific AI. There may not be a compact local
description of all the ways that people get their daily
bread in this situation, nor is there a local definition of
good behavior—a simple specification over the actions
themselves. One must describe appropriate behavior in
such a manner that they may not hurt humans in order
to create an Al that behaves safely while functioning
in various domains, with numerous repercussions, in-
cluding those the engineers never expressly envisioned.
This is projecting the far-reaching effects of activities,
making it non-local. As a result, this specification can
only be achieved as a design attribute and be successful
if the system explicitly extrapolates the effects of its
behavior. From the standpoint of public relations, this
may not seem like a desirable situation, but it's diffi-
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cult to see how a general intelligence functioning on
unanticipated issues across domains with preferences
over distant repercussions could be guaranteed to be-
have ethically in any other way. However, we couldn't
foresee which precise answer the mind would find. By
looking at the cognitive design, we might be able to
confirm that the mind was actually looking for alterna-
tives that we would categorize as ethical. Respecting
such a verification necessitates a means of separating
sincere guarantees from wishful thinking and irrational
optimism (a technique that won't claim the Al is safe
until the Al is truly safe). Keep in mind that artificial
intelligence research has historically struggled with un-
realistic expectations. It will need an AGI that thinks
like a human engineer concerned with ethics, not sim-
ply a basic product of ethical engineering, to develop a
trustworthy AGI that can be verified. This will require
new techniques and a different style of thinking from
checking power plant software for faults. As a result,
the field of Al ethics, particularly as it relates to AGI,
is likely to be fundamentally different from the field of
noncognitive technology ethics in the following ways:

1. Even if the programmers follow all the rules, the
local, specific behavior of the AI might not be pre-
dictable apart from its safety.

2. Verifying the safety of the system becomes more
difficult because we must verify what the system is
trying to do rather than being able to verify the sys-
tem's safe behavior in all operating contexts.

3. Ethical cognition itself must be taken as a subject
matter of engineering.

Superintelligence can be developed to be useful, and

depending on its technical prowess, it may be able to

quickly solve a number of current issues that have elud-
ed our human-level intelligence. One of the several "ex-
istential risks" listed by Bostrom (2002) is superintelli-
gence: a risk "where an adverse outcome would either
annihilate Earth-originating intelligent life or perma-
nently and drastically curtail its potential." On the oth-
er hand, a successful conclusion for superintelligence
may protect and advance intelligent life that originat-
ed on Earth. It is crucial to stress that there are signif-
icant potential hazards and advantages associated with
having better minds. Various cognitive biases, such as
the "good-story bias" put out by Bostrom (2002), may
make it difficult to reason about the likelihood of global
catastrophes (Yudkowsky 2008b). Consider the possi-
bility that our perceptions of what future situations are

"plausible and realistic" are influenced by the world

around us.

Although Asimov's Three Laws of Robotics (Asimov
1942) are occasionally used as a guide for developing
moral Al they serve as little more than a story device
than Asimov's "positronic brain." Asimov wouldn't
have had any tales if he had shown the Three Laws as
successfully operating. Thinking of "Als" as a species
with set traits and wondering if they would be nice or
evil is a mistake. Since all people share a similar brain
architecture, the phrase "Artificial Intelligence" alludes
to a broad design area that is probably far greater than
the space of human brains. Asking, "Will Als be good
or evil?" as though attempting to choose a concept for a
movie narrative may be a sort of good-story bias. "Ex-
actly which Al design are you talking about?" should
be the response. Can one have influence over an artifi-
cial intelligence's early programming to affect how the
world will be affected later?

How can you create an Al that, when it operates, be-
comes more ethical than you is the ultimate machine
ethics dilemma. It is no longer comparable to asking
our own philosophers to develop superethics. How-
ever, we must be able to clearly state the query if not
the solution. Machine ethics must dedicate itself to at-
taining human-superior (not simply human-equivalent)
niceness if robots are to be put in a position of becom-
ing stronger, quicker, more trustworthy, or smarter than
humans.

Legal constraints involved in AI across the globe:

In the case of robots in particular, the legal issues are
significantly more severe. Predictability is essential to
current legal techniques, and a system that learns from
information it gets from the outside world may behave
in ways that its developers could not have foreseen.
Furthermore, such systems may run independently of
their designers or operators, making it more difficult to
assign blame. These traits raise issues with predictabili-
ty and the capacity for independent action while absolv-
ing oneself of accountability.

Several possibilities exist for regulation, including reg-
ulation based on already-established norms and stan-
dards. Artificial intelligence-based technology, for in-
stance, may be governed as either property or as goods
subject to copyright. However, issues occur when we
consider that such technologies have the capacity to be-
have independently of their designers, owners, or pro-
prietors. Since animals are likewise capable of auton-
omous action, it is conceivable to apply the laws that
govern a certain type of ownership in this regard.
Although they are somewhat constrained, proposals on
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how the legislation on animals should be applied have
been offered. First off, it is improper to apply laws based
on analogy inside the confines of criminal law. Second,
it is reasonable to assume that domestic dogs, for whom
these regulations were initially established, will not in-
jure people ordinarily. Since the laws controlling the
keeping of wild animals are more strict, there have been
requests for comparable laws to be applied in more ad-
vanced legal systems. However, the issue here is how
to distinguish between the many aspects of artificial in-
telligence that were previously described. Furthermore,
strict regulations may potentially delay the adoption of
artificial intelligence technology because of the unan-
ticipated dangers of creator and inventor liability.
Another common approach is to use the same standards
to govern how legal companies conduct their business.
Robots can be accorded a legal status equivalent to
that of a legal entity since they are artificially created
subjects of the law. Anybody can be given rights if the
law is sufficiently forgiving. Additionally, it may lim-
it rights. For instance, historically speaking, slaves es-
sentially had no rights and were seen as property. It is
also possible to witness the converse scenario, in which
rights are granted to things even when they don't explic-
itly show that they can do anything. Even today, both in
wealthy and developing nations, there are instances of
strange items that are acknowledged as legal entities. In
a similar vein, robots can be held accountable for their
activities without requiring them to have free will or
intentionality.

The analogy of legal entities, however, presents diffi-
culties since swift and efficient administration of justice
depends on the existence of legal entities. But despite
the fact that it is hard to pinpoint who they are, the ac-
tivities of legal entities may always be traced back to
those of a single individual or group of people. In oth-
er words, businesses and other comparable entities are
accountable for the deeds committed by their agents
or workers. The actions of artificial intelligence-based
systems will not necessarily be traced back to the ac-
tions of an individual, and legal norms on the sourc-
es of increased danger can be applied to artificial in-
telligence-based systems. The challenge is identifying
which artificial intelligence systems can be deemed
criminally responsible.

The formulation and promotion of a strategy for the
sustainable growth of the smart robot industry is how
the law hopes to improve living conditions and advance
the economy. The government develops a fundamental
strategy to guarantee the accomplishment of these ob-

jectives every five years. Similar to this, in 2018 Presi-
dent Emmanuel Macron unveiled France's new national
artificial intelligence plan, which calls for spending 1.5
billion Euros over the following five years to assist the
field's research and innovation. The plan is based on the
suggestions included in the report written under the di-
rection of French mathematician and National Assem-
bly delegate Cédric Villani. The decision was taken to
focus the approach on four distinct industries: securi-
ty, transportation, healthcare, and the environment and
environmental protection. The justification for this is
to concentrate the potential of artificial intelligence's
comparative advantages and competences on industries
where businesses may play a significant global role, as
well as because these technologies are crucial for the
general good.

Seven important recommendations are made, one of
which is particularly pertinent to the goals of this arti-
cle: making artificial intelligence more approachable.
It's accurate to say that the algorithms utilized in ar-
tificial intelligence are specific and, frequently, trade
secrets. Algorithms can, however, be biased. For in-
stance, during the self-learning process, they may ab-
sorb and accept societal prejudices or those that are im-
parted to them by developers and base their judgments
on them. This has been done before in the law. Based
on data from an algorithm that forecasted the risk of re-
peat offenses, a defendant in the United States was giv-
en a hefty jail term. The parameters used to assess the
likelihood of repeat offenses were a trade secret, thus
they were not revealed in the defendant's appeal against
the employment of an algorithm in the sentencing pro-
cedure. The French approach suggests establishing an
ethics advisory group, specifying the ethical duty of
people involved in artificial intelligence research, and
constructing transparent algorithms that can be evaluat-
ed and confirmed.

The situation with the European Union is the same. The
first step toward regulating artificial intelligence in the
European Union was the formulation of the resolution
on the Civil Law Rules on Robotics. In 2015, a working
group was created in the European Union to address
legal issues relating to the advancement of robots and
artificial intelligence. The resolution does not have le-
gal force, but it does make certain recommendations to
the European Commission about potential measures in
the field of artificial intelligence, both in terms of civil
law and in terms of the moral implications of robotics.

A "smart robot" is one that has autonomy through the
use of sensors and/or connectivity with the environ-
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ment, has at least a minimal amount of physical sup-
port, adapts its behavior and actions to the environment,
and cannot be said to have "life" in the biological sense.
It is suggested to "introduce a system for registering ad-
vanced robots that would be managed by an EU Agen-
cy for Robotics and Artificial Intelligence." Both strict
responsibility (no fault necessary) and risk-manage-
ment approaches (liability of a person who was com-
petent to minimize the risks) are presented as solutions
for culpability for damage brought on by robots. The
resolution states that liability "shall be commensurate
to the actual level of instructions issued to the robot and
to its level of autonomy. A mandatory insurance pro-
gram for robot users and a compensation fund to pay
out compensation in the event that no insurance poli-
cy covered the risk might supplement liability rules. A
Code of Ethical behavior for Robotics Engineers and a
Code for Research Ethics Committees are proposed in
the resolution as two standards of behavior for handling
moral dilemmas. The first code suggests the following
four standards for robotics engineering ethics: Robots
should be beneficent (act in humans' best interests),
non-malevolent (do no damage to people), autonomous
(human connection with robots should be voluntary),
and just (fairly divide the advantages of robotics).

Artificial intelligence (Al) and the technology that uses
it, machine learning (ML), provide the biggest ethical
problem. The Hanson Robotics robot Sophia has helped
bring this topic much more into the public's notice. So-
phia was recently awarded citizenship in Saudi Arabia,
a development that pushed Al and ML and the difficult
ethical issues they raise into the public eye. Sophia be-
came well-known and was invited to appear on discus-
sion programs all around the world. She is frequently
asked if she believes that robots will wipe out mankind.
The ML applications that are less obvious are more
significant, though. Sophia and other glorified chatbox
robots like her are not going to end the world, but we
should be worried about the plethora of new, tough eth-
ical questions that Al and ML are now posing globally.
States will be more eager to invest in other facets of
this technology, which will unfortunately be riskier and
more morally dubious. States are primarily interested
in applying Al and ML in three areas: military, intel-
ligence, and judicial systems (including law enforce-
ment and court systems). The machines create their
own models on which to act or judge by definition. Be-
cause governments will only be able to defend judg-
ments made using these algorithms' advice to a limited
extent, transparency is a critical challenge. This may

make transparency less significant in democracies. This
may allow people in charge to disregard requests for
openness, which might be problematic for reformers or
democratic campaigners. In countries like China, where
transparency isn't even acknowledged, Al is already be-
ing used in law enforcement. Artificial intelligence is
used with facial recognition technology to more pre-
cisely measure and define face traits, enabling secu-
rity cameras to recognize jaywalkers. Al will already
be used in China to foresee terrorism and societal up-
heaval. However, these phrases have extremely varied
meanings in other nations. Even if certain definitions
of terrorism and civil unrest may be morally dubious
with or without Al and ML, these technologies will
help states act on these definitions more effectively re-
gardless of how morally dubious they may be. Courts
in the United States are increasingly relying on risk
assessment algorithms to identify criminal danger. Be-
cause there is no national or international regulation of
this type of technology, countries will continue to equip
their police forces and criminal justice systems with Al
and ML-powered technologies without adequately ad-
dressing ethical concerns.

The ethical ramifications of Al and ML technology will
likely only be discussed once it has been militarized and
weaponized, similar to the scenario with nuclear pow-
er. The attraction is clear given that fewer soldiers are
needed (resulting in fewer losses), efficiency increases
(lowering long-term costs), and conflicts are easier to
win. Although other countries, like as the United States,
currently prohibit completely autonomous weapons, the
risk still exists. Artificial intelligence is the future, ac-
cording to Russian President Vladimir Putin. Whoever
assumes control of this arena will also assume control
of the whole planet. Russia has already made invest-
ments in the creation of a missile that is Al-powered.
The concern is that a country would let a weapon like
this to both identify something as a target and to fire at
it without requiring human consent, even though it is
unlikely to happen anytime soon.

The introduction of ethical standards along with glob-
al interventions into the current research and invest-
ment landscape are required to counteract and thwart
the escalating arms race between the US, China, and
Russia if we are to overcome the difficulties posed by
machine learning technology. The best chance we cur-
rently have of controlling this issue before it permeates
nearly every aspect of our lives, short of temporarily
halting all public-private investments in and contracts
utilizing machine learning technologies, is to create an
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international organization akin to the IAEA to devel-
op recommendations for applying human rights laws to
machine learning technology, monitor nations infring-
ing on human rights with machine learning technolo-
gy, a. Instead of taking financing from institutions like
the CIA for its research, the creation of an organiza-
tion with a sizable budget devoted to machine learn-
ing technology would encourage private sector activ-
ities towards constructive uses. If states agree to only
conduct machine learning technology research that has
been deemed peaceful by this organization and to abide
by certain civic obligations, it may eventually lead to a
treaty similar to the Nuclear Non-Proliferation Treaty,
which would prevent the kind of Al theater that Saudi
Arabia has already engaged in. In the past, it has taken a
crisis or large-scale catastrophe to establish these types
of agreements and organizations. We have the chance
for prevention using ML. Given how much they stand
to gain from a world in which Al is unregulated, per-
suading the U.S., Russia, and China to support these
solutions would be another issue, but it is obvious that
the implications will be severe if they don't.

Ethics and Artificial Intelligence

The moral obligations we have in our interactions with
modern Al systems are all based on our duties to other
creatures, such our fellow humans, and not on any obli-
gations to the systems themselves. While it is generally
agreed that modern Al systems lack moral status, it is
not obvious exactly what characteristics moral status is
based on. Sentience and sapience (or personhood) are
two qualities that are frequently put up as being crucial-
ly connected to moral standing, either independently
or in combination. These can be loosely described as
follows:

Sentience is the ability to have remarkable experienc-
es or qualities, such as the ability to experience pain
and suffering. Sapience is a group of abilities linked to
higher intellect, including self-awareness and the abil-
ity to reason- a flexible agent One widely held belief
is that while many animals possess qualia and hence
some moral standing, only humans possess sapience,
elevating them to a higher moral standing than other
non-human creatures. This perspective must, of course,
deal with the existence of borderline cases, such as, on
the one hand, infants or people with severe mental re-
tardation, who are sometimes regrettably referred to as
"marginal humans," who do not meet the requirements
for sapience, and, on the other hand, some non-human
animals, like great apes, who may have at least some

of the traits of sapience. People who label themselves
"marginal humans" contest their moral position. Oth-
ers have suggested additional criteria that an item may
meet in order to qualify as a bearer of moral status, such
as belonging to a species that typically possesses sen-
tience or sapience or being in a proper relationship to
a creature that has moral status on its own (cf. Warren
1997). But for now, let's concentrate on the sentience
and sapience standards. According to this representa-
tion of moral status, an Al system will have some moral
standing if it is capable of experiencing qualia, includ-
ing the ability to experience pain. A sentient Al sys-
tem is more like a live animal than a stuffed toy or a
wind-up doll, even if it lacks language and other higher
cognitive abilities. Unless there are enough compelling
moral justifications, it is unethical to cause suffering to
a mouse. Any sentient Al system would have the same
limitations. An Al system would have complete moral
status, equal to that of humans, if it possessed conscious-
ness as well as sapience of a type comparable to that of
a normal adult human. Even if it lacks language and
other higher cognitive abilities, a sentient Al system is
more like a real animal than a stuffed toy or a wind-up
doll. Inflicting pain on a mouse is immoral unless there
are compelling moral justifications for doing so. Any
sentient Al system would follow the same rules. An ar-
tificial intelligence system would have full moral status
and be on par with humans if it has sapience that is
comparable to that of a normal adult human. The Sub-
strate NonDiscrimination Principle does not suggest
that a digital computer could be aware or that it could
act similarly to a person. Of course, a substance's moral
significance might depend on how it affects functional-
ity or sentience. But if we hold these things constant, it
doesn't matter morally if a being is comprised of silicon
or carbon, or whether its brain employs neurotransmit-
ters or semi-conductors. Another premise that might be
put out is that the moral standing of Al systems is not
fundamentally affected by the fact that they are artifi-
cial, i.e., the result of intentional design. This might be
stated as follows:

The principle of ontogeny non-discrimination states
that two creatures have the same moral standing if they
share the same functioning and awareness experience
and only differ in how they came into being. Though
in certain areas, especially in the past, the notion that
one's moral standing depends on one's lineage or caste
has been influential, this theory is now largely recog-
nized in the human instance. We don't think that the
moral standing of the offspring is necessarily affected
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by causal factors like family planning, assisted birth,
in vitro fertilization, gamete selection, intentional en-
hancement of maternal nutrition, etc., which introduce
a deliberate choice and design element in the creation
of human persons. Most people agree that if a human
clone were to be born, it would have the same moral
position as any other human newborn, including those
who reject human reproductive cloning for ethical or
religious grounds. This justification applies to the sit-
uation involving wholly constructed cognitive systems
under the Principle of Ontogeny NonDiscrimination.
Of course, it is conceivable for the conditions of cre-
ation to have an impact on the offspring that changes
its moral standing. For instance, if a technique was car-
ried out during conception or gestation that resulted in
the development of a human child without a brain, this
knowledge about ontogeny would be important to our
evaluation of the moral standing of the offspring. How-
ever, the anencephalic infant would have the same mor-
al standing as other anencephalic children of a similar
kind, even those that were the result of completely nat-
ural processes. The qualitative difference between the
two—the fact that one has a mind while the other does
not—underlies the moral status difference between an
anencephalic kid and a typical youngster. The Principle
of Ontogeny Non-Discrimination does not apply since
the two offspring do not have the same functioning and
conscious experience. Although the Principle of Ontog-
eny Non-Discrimination claims that a being's ontoge-
ny has no fundamental impact on its moral standing,
it does not exclude the possibility that ontogenetic in-
formation may influence the obligations that different
moral agents have toward the concerned being. Parents
owe their children specific obligations that they do not
owe to other children and that they would not owe even
if another kid existed who was qualitatively similar to
their own. The claim that the owners or creators of an
Al system with moral status may have unique obliga-
tions to their artificial mind that they do not have to
another artificial mind is also consistent with the Princi-
ple of Ontogeny Non-Discrimination, even if the minds
in question are qualitatively similar and share the same
moral standing. Many problems regarding how we
should treat artificial minds may be resolved by apply-
ing the same moral standards that we use to evaluate
our obligations in more familiar circumstances, pro-
viding the concepts of non-discrimination with regard
to substrate and ontogeny are recognized. We should
treat an artificial mind the same way we would treat
a natural human mind in a similar circumstance, inas-

much as moral responsibilities derive from moral status
concerns. The issue of creating an ethics for the treat-
ment of artificial minds is made easier by this. Even if
we adopt this position, we will still need to address a
number of fresh ethical issues that the aforementioned
principles do not address. Because artificial minds have
the potential to differ greatly from those of regular hu-
mans or animals, new ethical issues might develop. We
must take into account how these innovative qualities
will impact artificial brains' moral standing and what
it would entail to respect the moral standing of such
unusual minds.

Conclusion

The move of Al algorithms toward more humanlike rea-
soning portends expected challenges, despite the fact
that contemporary Al gives us few ethical problems that
are not already present in the design of autos or pow-
er plants. Al algorithms may perform social functions,
introducing new design criteria like predictability and
openness. As a result, new types of safety assurance
and the engineering of artificial ethical concerns may
be necessary when sufficiently general Al algorithms
no longer operate in predictable situations. Als hav-
ing sufficiently developed mental states, or the correct
kind of states, will have moral standing, and some may
even be considered to be persons—although they may
be substantially different from those who already exist
and maybe subject to other laws. Finally, the possibility
of Als possessing superhuman intelligence and strength
forces us to face the very difficult task of developing
an algorithm that produces superethical conduct. These
problems may seem far-reaching, but it seems certain
that we will face them, and there are plenty of ideas for
current study areas in them.
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