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Abstract

Biometric systems are used for uniquely identification and verification of a person by their physiological or behavioural features.
Multi-biometric system are in interest due to their advantages in improving the matching accuracy, increasing population coverage, de-
leting spoofing attacks and imparting fault tolerance to biometric applications. Unimodal system rely on the evidence of a single source
of information whereas multi-biometric systems, if consolidate multiple sources of biometric evidences. The integration of evidences
is known as fusion. In a multi-biometric system, source of biometric information used various biometric traits that can be fused and
the different fusion schemes are used to enhance the security. In this paper different security mechanism are derived and find that
multi-biometric system is the best Biometric Security system as compared to Unimodal Biometric System.
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1. Introduction

The need for the reliable user authentication techniques
in the wake of heightened concerns about security and
advancements in networking, communication and mo-
bility etc. Biometric system can either is used for Iden-
tification or verification of an individual. Traditionally,
authentication methods using passwords (knowledge
based security) and ID cards (possession based secu-
rity) have been used to restrict access to applications.
However these systems are vulnerable to attacked and
security can be breached. According to Satyavarapu et
al. attacks on biometric authentication system can be
generally divided into some categories. There are at-
tacks at the user interface, attacks at the Interfaces be-
tween modules, attacks on the modules attacks on the
template database. Biometric systems refers to the au-
tomatic recognition of individuals based on their phys-
iological and behavioral characteristics. Physiological
characteristics (fingerprint, iris, hand geometry, face, as
well as samples of DNA etc.) use measurements from
the human body. Behavioural characteristics (signature,
keystroke, voice etc.) use dynamic measurements based
on human actions [1]. These are uni-biometric which
rely on the evidence of a single source of information for
authentication, which have to maintain with a variety of
problems such as (noise in sensed data, inter-class sim-
ilarities, and intra class variations, etc). It occurs that a
single biometric is not sufficient to meet the variety of
requirements described by several large scale authenti-
cation systems possible solution to compensate for the
false classification problem due to inter- class similar-
ities and intra class variations can be found in the fu-
sion of biometric systems or experts [2]. Which refers
as Multibiometric. This system which fuse information
from multiple biometric sources can be classified into
different categories: Multi-sensor systems, Multi-mod-

al systems, Multi-sample systems, Multi-instance sys-
tem, Multi-algorithm systems. Depends on the level
of information that is fused, the fusion schemes can be
classified as the levels are sensor level, feature level,
score level, and decision level fusion. There are wide
variety of applications whereas a biometric system with
multiple levels of security is desirable. In this paper [3],
an efficient biometric security using multibiometric has
been proposed to ensure the different level of security.
2. Related work:

M.Thieme [4] proposed an overview of single and mul-
tiple caharacteristics based biometric systems, includes
the performance of physiological characteristics (such
as fingerprint, hand geometry, iris, face recognition,
DNA, etc.) and behavioural characteristics (such as
gait, signature dynamics, keystroke dynamics, voice
etc.). The fingerprints, iris image and DNA based mul-
timodal systems and their performances are analyzes
in terms of accuracy, security, reliability. The pros and
cons of multiple feature based biometric approaches
published and analyzed in this paper.

Ameya K. Naik [5] In this paper we present a novel
Joint Encryption and Compression (JEC) technique for
transmission of biometric data over a wireless channel.
The method gives advantages such as the reduced data
processing, security and recognition accuracy. The se-
curity of the biometric data is ensured by means of wa-
ter marking followed by random bit shuffling. The wa-
termarking process involves embedding one fingerprint
in formation in his/her compressed face image. The ad-
vantage of the proposed method is that the overall data
rate can be minimized while simultaneously maintain-
ing good quality reconstruction.

Kamal A. El Dahshan [6] In this paper fusion of fin-
gerprint, iris and face traits are used at score level in
order to improve is accuracy of the system. Scores
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which find out from the classifiers are normalized first
using the min-max normalization. Then sum, product
and weighted sum rules are used to acquire fusion. Ex-
perimental results show that multimodal biometric sys-
tems out perform unibiometric systems and weighted
sum rule gives the best results comparing with sum or
product methods.

Mouad. M. H. Ali [7] proposed an overview of a cur-
rent multimodal biometrics research based on finger-
print and palm-print. It described the pervious study
for each modal distinctly and its fusion technique with
another biometric modal. The basic biometric system
consists of four stages: 1)The sensor which is used for
enrollment & recognition the biometrics data. 2)the
pre-processing stage which includes the enhancement
and segmentation of Region-Of-Interest ROI. 3) The
features extracted from the output of the pre-process-
ing and every modal of biometrics having different type
of features. 4) The matching stage is to compare with
the acquired feature with the template in the database.
Finally, the database which stores the features for the
matching stages.

3. Unimodal Biometric System:

The unimodal biometric rely on the evidence single
source of information for authentication (eg. Single fin-
gerprint face) [8]. Unimodal systems have to contend
with a variety of problems such as :

Noise in sensed data: A fingerprint image with a cut,
injury or voice sample altered by cold are example of
noisy data. It could result from defective or improperly
sensors (eg. by the dirt on a fingerprint sensor).
Inter-class similarities: In a biometric system comprises
of a wide variety of users, there may be interclass sim-
ilarities (overlap) in the feature space of multiple users.
Intra-class variations: In which variations are typically
caused by a user who is incorrectly interacting with the
sensor (eg. Incorrect facial pose).
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Figure 1: Unimodal biometric system.

Non-universality: The biometric system may not be
able to acquire the meaningful biometric data from the
subset of users (eg. fingerprint biometric system may
extract incorrect minutiae features from the fingerprint
of certain due to poor quality of ridges).

Spoof attacks: This attack is especially relevant infor-
mation when using the behavioral characteristic.

4. Multi-biometric system:
The term multibiometric [9] denotes the multiple source
of biometric information are used which various sourc-
es that fusion the different type of information. (eg. Fin-
gerprint and face of same person). Multibiometrics has
addressed some issues related to unimodal biometrics
such as follow as:-

* Non-universality or the insufficient population cov-
erage (to reduce failure to enroll rate which increase
population coverage).

* It becomes increase difficulty for an imposter to
spoof multiple biometric traits of a legitimately en-
rolled the individual.

* Multibiometric systems also efficiently address the
problem of noisy data (illness affecting voice, scar
affecting fingerprint).

Classification of Multi-biometric:[1]

A multibiometric system [10] performs recognition
based on the evidences obtain from the multiple sources
of biometric information. It is depending on the nature
of sources, multibiometric system can be classified into
five categories. Table 2 below illustrates the five cate-
gories by the simple case of using 2 of something.
Table 2: The comparison between the different multi-
biometric systems (categorized on the basis of sources
of evidences) [11].

Category | Modality | Algorithm | Biometric tarit | Sensor
(eg. Finger-
print,iris etc.)
Multi- I(always) [ 1(usually)a | 1(always, 2(al-
sensor and same ways)
instance)
Multi-
algo- 1(always) | 2(always) | l(always) 1(al-
rithm ways)
Multi- 1(always) | 1(always) |2 instances(- 1(usual-
instance subtypes) of 1 | ly)b
body trait(eg.
Left and right
index finger
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Multi- 1(always) | 1(always) |2 samplesof | 1(al-
sample 1 biometric ways)
trait(eg. 2
fingerprints of
same finger)
Multi 2(always) | 2(always) [ 2(always) 2(usual-
modal ly)c

aException: It is possible that two samples from sep-
arate sensors are processed by using separate “Feature
extraction” algorithms and then through a common
comparison algorithm, making this one or two com-
pletely different algorithms.

bException: This case may be using two individual
sensors each capturing one instance.

cException: A multimodal system with a single sensor
used to capture two different modalities (eg. A high res-
olution image used to extract face and iris).
Multi-sensor systems: multiple sensor systems a sin-
gle biometric trait is captured using multiple sensors
order to extract different information. For instance, in
face recognition, the results of 2D and 3D recognition
technologies can be combined to increase overall rec-
ognition accuracy [12].

Multi-sample system: multiple samples, readings of
the same biometric are collected during the enrollment
and recognition phases (eg. A number of fingerprint
readings are taken from same finger).

Multi-instance system: multiple instances means the
use of the same type of raw biometric are collected (eg.
fingerprint from two or more fingers).
Multi-algorithm system: multiple algorithm systems
process the same biometric sample using by the mul-
tiple algorithm. They can use the multiple feature sets
(i.e multiple representations) extracted from the same
biometric sample or multiple matching schemes operat-
ing on a single feature set.

e

Figure 2: Different types of multibiometric

Multi-modal system: multiple modal system is the
combine two or more different biometric traits for
establish identity. Multimodal system have the sev-
eral advantages better recognition rate from achieved
combining different modalities. Higher performances
improvement can be expected by using physiological
traits (eg. finger and iris ) than using behavior traits (eg.

Voice and lip). Multimodal system also address the

problems of noisy data [13].

The advantages of using the multimodal biometric sys-

tem instead of conventional unimodal biometric sys-

tem[14] are as follows as:

1. Multimodal biometric system is capable to maintain
a high threshold recognition checks, which results
is reduced False accept rate (FAR).

2. Reduce the risk of admitted an impostor.

3. The combination of more than one modality causing
reduced inter-class similarities and the intra-class
variations in individuals.

4. Multimodal biometric system deter spoofing be-
cause it i1s not possible for an impostor to spoof
more than one biometric trait.

This figures shows the block diagram of multi-modal

system.
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Figure 3: Block diagram of Multi-modal system

This system contains four modules. They are: sensor
modules, feature extraction module, matching module,
and decision module.

5. Fusion in multimodal biometric system:

A mechanism that combines the feature sets from each
biometric channel is the called as biometric fusion. The
amount of information available decreases after each
level of processing in different modules of a biometric
system. The raw data represents the richest source of
information whereas the final decision just contains an
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abstract level of information [15].

The various levels of fusion are categorised as: 1)
Pre-classification or fusion before matching[16][17].2)
Post- classification or fusion after matching [18][19].
This categorization is based on the fact that the amount
of information available for fusion is reduced once the
matcher. Fusion before matching can take place at the
sensor level or feature level is pre-classification. Fusion
at score level, and decision level occur after matching
module is post-classification. We discuss the various
levels of fusion in multi biometric system.

Figure 4: Different fusion levels

Pre-classification or fusion before matching:

Sensor level fusion: It requires the raw biometric data
to be acquired from multiple sensors which can be fur-
ther processed and integrated to generates new data
from which features can be extracted. Sensor level fu-
sion [20] refers to combine of the raw data obtained
using multiple compatible sensors or snapshots of a
biometric using a single sensor. The block diagram is
shown in figure 5.

concatenation. The block diagram representing the flow
of feature level fusion in figure 6.
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Figure 6: Feature level fusion

Post-classification or Fusion after matching:

Score level fusion: In which [22][23] different biomet-
ric matchers provides match score denoting the degree
of similarity between the input and template vectors.
These match score are consolidated to reach the fi-
nal recognition system (eg. similarity score, distance
score). It is also called as fusion at confidence level or
measurement level. After the sensor and feature level
information, match score contain the richest informa-
tion about the input biometric sample. The block dia-
gram representing the general flow of information in a
match score level fusion scheme is shown in figure 7.
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Figure 5: Sensor level fusion

Feature level fusion: In which, [21] feature sets origi-
nating from multiple information source integrated into
a new feature set. For homogeneous sets (eg. Multiple
measurements of a person hand geometry), fusion can
be achieved by calculating the weighted average of
individual feature vectors. For non-homogeneous sets
(eg. Features of different modalities like face and hand
geometry), a single feature set can be obtained by the
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Figure 7: Score level fusion

Decision level fusion: Fusion is find out at this level
when only decisions output by the individual biomet-
ric matchers are available. There is a separate authen-
tication decision is computed for each biometric trait,
which is the combined to result in a final vote. The fi-

14
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nal classification is based on the fusion of output of the
different modalities. (e.g. AND ,OR, Majority voting,
Bayesian decision fusion)[24]. The block diagram is
shown in figure 8.
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Figure 8: Decision level fusion

6. Applications of Multibiometric:

Biometric applications may be categories into three

main groups as [25]:

» Forensic applications: These applications are used
in criminal investigation, and fraud detection (eg.
For parenthood authentication and corpse identifi-
cation).

e Government applications: These applications in-
cluding personal documents, such as passports, ID
cards, and driver’s licences; border and immigra-
tion control; social security and welfare disburse-
ment; voter registration and control during elec-
tions; e-government.

e Commercial applications: These applications in-
cluding physical access control; network logins;
e-commerce; credit cards; ATM’s, mobile phones,
device access to computers, facial recognition soft-
ware; e-health.

7. Conclusion:

Multi-biometric system alleviate several of the prob-
lems present in unimodal systems. By combining multi-
ple sources of information, the multi-biometric system
improve matching performance, deter spoofing, in-
crease population coverage, and indexing. Various fu-
sion levels are possible in multi-biometric system. The
most popular one being fusion at the matching score
level. Multi-biometric has attracted more interest in re-
cent research.
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