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1 INTRODUCTION
Biometrics is describedbecause thelook at of numer-
ousstrategies for measurements of physiological and 
behavioral traits that may betaken into consideration 
to perceive a man or woman. The biometric trendspar-
ticularly face and iris is regularly thought of because 
theimportanttrendycausestrategies. Iris popularity is a 
manner of popularity of a personwith the aid of using 
analyzing random sample of the iris. The iris texture 
from a human eye may be used for biometric authen-
tication and identification. The use of iris sample in a 
specific softwareentailsa fixedof 7elements to perceive 
the man or womanprimarily based totallyat the iris bio-
metric modality.
1.	 Universality that everyone has the characteristics of 

the texture of the iris.
2.	 Uniqueness means that the texture characteristics of 

the iris are sufficiently different and can be distin-
guished from each other by the individual. 

3.	 Clarity means that the randomness of the iris pattern 
has a very high dimension.

4.	 Persistence means that the texture of the iris re-
mains constant over time. 

5.	 Measurable indicates the ease of detection of the 
iris texture. 

6.	 Performance refers to the robustness, speed, and ac-
curacy of the technology adopted.

7.	 Adoption refers to how well an individual accepts 
adopted technology.

Background
The reason for the popularity of the iris as a biomet-
ric the characteristics of the identification technique are 
uniqueness, stability, longevity and reliability. How-
ever, in this study, we will discuss various problems, 
Challenges encountered in iris recognition. We will 

also discuss the achievements of the Iris in this paper. 
The iris is a protected internal organ that has random 
texture is the most reliable and stable over the lifetime, 
can act as a kind of live password that you don't need 
Remember, but always carry it with you. Every iris is 
different, even two irises of the same individual, and 
the irises of twins are different. Iris patterns are formed 
before birth and do not change over the course of a life-
time (Nanavati et al., 2002). Even medical procedures 
such as refractive surgery, cataract surgery, and cornea 
transplants do not affect recognizable characteristics; 
(Rhodes, 2002). Because of the natural protection of the 
eyes in the face, and the protection of the iris beneath 
the cornea, the iris is also resistant to injury, making it 
highly stable as a recognizable characteristics.

Table 1: Issues, Challenges and Achievement of Iris 
Issues Challenges Achievements
Head Tilt or  
Cyclotorsion

Biometric isn’t
private:

Iris patterns 
possess a high 
degree of ran-
domness.

Template 
Aging
 in Iris

Biometrics Are 
Hackable

Encoding and 
decision-making 
are tractable.

Biometrics 
Hacks May 
Have 
Greater 
Consequences

Head Tilt or Cyclotorsion
Ophthalmologic tests can be influenced by head tilt and 
the resulting ocular cyclotorsion. As a result, appro-
priate head placement has been stressed during fundus 
scanning. However, there is no precise mechanism for 
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controlling head tilt, and little is known about how tiny 
head tilts affect the body. The effect of a slight head tilt 
on ocular cyclotorsion, which is difficult to detect, was 
studied in this study.

 Figure 1: Head Tilt 

Template Aging in Iris
The phrase "template ageing" describes the decline in 
biometric performance that occurs when the period be-
tween the acquisition of an enrollment image and the 
acquisition of the image compared to the enrollment 
increases.

Figure 2: Template Aging

Challenges of Iris Recognition
Biometric is not private:
Biometrics seems secure on the surface. After all, only 
you have ears, eyes and digital printing. But that doesn't 
necessarily make it any more secure than passwords. 
Passwords are inherently private because you are the 
only one who knows. Of course, hackers can get it 

through brute force or phishing attacks, but normally 
people can't access it. Biometrics, on the other hand, 
are public in nature. Think about it: your ears, eyes, and 
face are exposed. You reveal your eyes every time you 
look things. With fingerprint recognition, you'll leave 
your fingerprints everywhere you go. With voice rec-
ognition, someone Record your voice. Basically, all of 
these identifiers are easily accessible. Your pictures are 
stored in more places than you think. Facebook not only 
recognizes your face, but every store you visit records 
and saves your image in database to identify you and 
analyze your shopping habits. In fact, 48 states use soft-
ware to determine you use images taken without your 
consent for commercial purposes. And law enforcement 
countries can store your images without consent. The 
problem is identity management and security. Personal-
ly Identifiable Information (PII) Must HaveAccess con-
trol in place to protect against identity theft. All it takes 
is a hacker can compromise one of these databases to 
leak and steal your biometric identity.
                                         
Biometric is Hackable 
A hacker can quickly acquire access to someone's ac-
count if they have a picture of their ear, eye, or finger. 
The hacker received high-resolution photographs of the 
politician's thumb from press briefings and used Veri-
Finger software to reconstruct the imprint. If you be-
lieve an eye scan is more secure, think again. By putting 
a contact lens over a snapshot of a user's iris, hackers 
deceived the Samsung S8's iris recognition technology.

Biometrics Hacks May Have Greater Consequences
Because a biometric reveals a portion of a user's identi-
ty, it can be used to falsify legal documents, passports, 
or criminal records if stolen, causing far more harm 
than a stolen credit card number. Although biometrics 
may be the security solution of the future, it is not yet 
time to throw away your passwords. Biometrics adds 
another layer of protection, but it isn't perfect.

Conclusion
Biometric identification of people has become more 
important around the world as a result of applications 
including border security, access control, and foren-
sics. Because of its unique properties, iris recognition is 
one of the most popular biometric modalities. Iris rec-
ognition is a method of identifying a person by exam-
ining a random pattern on their iris. Human biometric 
authentication and identification can be done using the 
iris texture of a human eye. The steps for recognizing 
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iris images are explained in this study, which include 
acquisition, segmentation, normalization, feature ex-
traction, and matching.
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